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A REMOTELY ACCESSIBLE PRIVATE SPACE USING A FINGERPRINT

FIELD OF THE INVENTION

The present invention relates to biometrics, and more specifically,

to accessing remote networks using biometric verification of identity.

BACKGROUND OF THE INVENTION

Remote access to networks is becoming more common as

employees telecommute, travelers wish to access a home network, and

users generally wish to access a non-local hard drive. One prior art

method of accessing a remote hard drive is using a virtual private

network. A virtual private network is constructed by using public wires,

such as the Internet, to connect nodes. These systems use encryption to

ensure that only authorized users can access the network and that the

data cannot be intercepted. However, encryption is only as safe as the

storage of the keys.

Existing password and cryptographic techniques ensure that the

set of digital identification keys associated with an individual person can

safely carry on electronic transactions and information exchanges. Little,

however, has been done to ensure that such identification keys can only

be used by their legitimate owners. This is a critical link that needs to be

made secure if remote computer access is to become truly secure.

BRIEF SUMMARY OF THE INVENTION

The method and apparatus for remote access to a private space is

provided. A private space is set up in a remote system accessible through

a network. A user identification based on the users fingerprint is

associated with the private space. Fingerprint information is received

from the user to access the space, and compared to the user identification
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stored in the remote system. The private space is only accessible if the

fingerprint information matches the user identification.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example, and not by

way of limitation, in the figures of the accompanying drawings and in

which like reference numerals refer to similar elements and in which:

Figure 1 is an illustration of the network on which the present

invention may be implemented.

Figure 2 illustrates the remote system including the private area

that may be accessed.

Figure 3 illustrates the local system that is used to access the

private area.

Figure 4 is a flowchart illustrating the process of creating the

private space.

Figure 5 is a flowchart illustrating the process of logging into the

private space.

Figure 6 is a flowchart illustrating another embodiment of the

registration process.

Figure 7 is a flowchart illustrating another embodiment of the

process of logging into a private space.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

A method and apparatus for remote access to a private space is

described. In the following description, for the purposes of explanation,

numerous specific details are set forth in order to provide a thorough

understanding of the present invention. It will be apparent, however, to

one skilled in the art that the present invention may be practiced without

these specific details. In other instances, well-known structures and
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devices are shown in block diagram form in order to avoid unnecessarily

obscuring the present invention.

Figure 1 illustrates a network in which the present invention may

be utilized. Sensor 130 is coupled to local system 120. Local system 120 is

enabled to connect to a network 130, which couples a plurality of systems

140, 150, 160 together. For one embodiment, the network 130 is the

Internet.

A remote system 140 contains the private area that the local system

120 is trying to connect to. Other systems 150, 160 may be accessed

through the network as well. Because the network 130 is not secure, the

security mechanism described below is used to restrict access to the

private area.

Figure 2 illustrates the remote system including the private area

that may be accessed. The remote system 140 includes a system area 210,

which may store the operating system, various application programs, and

other files. The remote system 140 further includes a network access unit

220. For one embodiment, the remote system 140 has a semi-permanent

network connection, such as Ethernet, ISDN, Tl, or similar connection.

Alternatively, the remote system 140 may be connected to the network

130 via a modem.

The remote system 140 further may include a fingerprint

recognition unit 230. The fingerprint recognition unit matches a template

stored within the remote system 140 to a fingerprint received from a user.

The matching may use any matching algorithm known in the art. For an

alternate embodiment, no fingerprint recognition unit is included in the

remote system 140.

The remote system may further include an encryption unit 240.

The encryption unit 240 encrypts and decrypts using public and private
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keys. For one embodiment, the encryption unit 240 retrieves a public key

stored with the user data 260, in order to verify the identity of the user by

decrypting a file encrypted with the user's private key. For another

embodiment, the encryption unit further includes the private and public

keys of the remote system 140.

The remote system further includes an access control unit 250. The

access control unit 250 controls access to the user data 260. For one

embodiment, the access control unit 250 receives indication from the

fingerprint recognition unit 230 whether the template matched the

fingerprint sent by the user. For another embodiment, the identity

verification unit 250 receives indication from the encryption unit 240

whether the public key decrypted the file sent by the user encrypted with

the user's fingerprint based private key. The access control unit 250 only

permits access to the user data 260 when a match was found.

The user data 260 may be actual data, various application

programs, or anything that the user may have access to. For one

embodiment, the user data 260 may include the operating system of the

computer. That is, the user may remotely adjust the operation of the

remote system 140. For one embodiment, multiple users may have

private areas within the same user data block 260. Each user is permitted

access only to his or her private area.

Figure 3 illustrates the local system that is used to access the

private area. The local system 110 includes a system area 310, which may

store the operating system, various application programs, and other files.

The local system 110 further includes a network access unit 320. For one

embodiment, the network access unit 320 provides a network connection

such as Ethernet, ISDN, Tl, etc. Alternatively, the network access unit 320

may provide a network connection via a modem.
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The local system 110 may further include a scanner interface 330.

The scanner 120 is coupled to the local system 110. The scanner interface

330 receives a digitized fingerprint image from the scanner. The scanner

interface 330 may further extract a template from the digitized fingerprint

image.

The local system may further include an encryption unit 340. The

encryption unit 340 encrypts and decrypts using public and private keys.

For one embodiment, the encryption unit generates the private and public

keys of the user from the fingerprint data received by the scanner

interface 330. For another embodiment, the encryption unit 340 generates

a fingerprint template from the fingerprint data received by the scanner

interface 330. This fingerprint template is sent to the remote system 140.

Figure 4 is a flowchart illustrating the process of creating the

private space. At block 410, the remote access system is set up. For one

embodiment, this includes adding server software to the remote system.

At block 420, the remote system receives a fingerprint template

from the user. For one embodiment, the remote system receives an actual

digital image of the fingerprint. For another embodiment, the remote

system receives a template including extracted features of the fingerprint.

For yet another embodiment, the remote system receives other data

representing various characteristics of the fingerprint. This fingerprint

template is received either locally, or remotely with validation. For one

embodiment, the user may set up the private space locally, for remote

access. For one embodiment, validation may be a digital certificate, or an

encryption verification method. Since the private space at this point does

not contain any data, the security of this step is not vital.

At block 430, private space is allocated to the user. For one

embodiment, actual space is allocated to the user. For another
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embodiment, flexible allocation may be made, permitting the user to store

varied amounts of data, and reallocating space as needed. However, this

establishes an area for the user's data.

At block 440, the fingerprint template is stored within the remote

system to control access to the private space. For one embodiment, the

template is stored in the access control unit 250 of the remote system.

At block 450, the access control unit 250 is enabled, and access to

the private space is routed through the access control unit 250. At this

point, the user needs to be validated in order to access the private space.

Figure 5 is a flowchart illustrating the process of logging into the

private space At block 510, the remote system receives an access request.

For one embodiment, the user may request access by entering the remote

system's IP address into a web browser.

At block 520, the remote system responds with a request for

validation. For one embodiment, the request for validation may

specifically request a fingerprint. The user now has to place his or her

finger on the fingerprint scanner 120 attached to the user's local system.

This fingerprint information is transmitted to the remote system.

At block 530, the fingerprint information is received by the remote

system. For one embodiment, the fingerprint information is a digital

image of the fingerprint. Alternatively, the fingerprint information may

be a list of extracted features of the fingerprint, or other data. Some of the

processing for creating this information may occur in the user's local

system.

At block 540, the fingerprint information is compared with the

fingerprint template associated with the private space. For one

embodiment, if there are multiple private spaces within the remote

system, the user requests his or her own private space by entering a
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handle or name. For another embodiment, the user merely attempts to

access the remote system, and the matching is to all fingerprint templates

within the remote system.

At block 550, it is determined whether the fingerprint information

matches the fingerprint template. For one embodiment, the fingerprint

recognition unit 230 of the remote system manipulates the data of the

fingerprint image and the fingerprint template to be in the same format.

If the information does not match the template, the process continues to

block 560, and the user is denied access to the private space. If the

information matches the template, the process continues to block 570, and

the user is allowed access to the private space. For one embodiment, after

the user is allowed access, a one-time session key is exchanged with the

user for further verification during the access period. For another

embodiment, the remote system periodically challenges the user's local

system for re-verification.

Figure 6 illustrates another embodiment of the registration process.

At block 610, the remote access system is set up.

At block 620, the remote system receives a digital certificate of the

user. Digital certificates are known in the art. They are used to verify the

identity of a user. The digital certificate includes the public key of the

user. This public key is generated based on the fingerprint of the user.

The concurrently filed application entitled "Cryptographic Key

Generation Using Biometric Data", Serial No. , filed November 14,

1997, which teaches a method of generating a cryptographic key based on

a fingerprint, is incorporated herein by reference. Alternative methods of

generating a cryptographic key based on the fingerprint of the user may

be used.

7



WO 99/26188 PCTYUS98/23802

At block 630, the public key of the user is extracted from the digital

certificate. For one embodiment, this involves decrypting the digital

certificate with the certifying authority's public key.

At block 640, the public key of the user is verified. For one

embodiment, this is done by receiving a file encrypted with the private

key that corresponds to the public key of the user. Decrypting this file

with the user's public key verifies that the user is in fact associated with

the public key included in the digital certificate. Because the private key

is generated based on an actual fingerprint image of the user, the user's

identity is also verified.

At block 650, the user's public key is stored in the system. And at

block 660, space is allocated for the user.

Figure 7 is a flowchart illustrating the process of logging into the

private space. At block 710, the remote system receives a request for

access to the private space.

At block 720, the remote system sends a request for a file encrypted

the user's private key. The private key is fingerprint based, and therefore

also verifies that the actual user associated with the private key is sitting

in front of the computer system.

At block 730, the remote system receives the file encrypted with the

fingerprint based private key.

At block 740, the remote system retrieves the public key associated

with the user, and attempts to decrypt the file sent by the user.

At block 750, it is determined whether the public key decrypts the

file. If the public key decrypts the file, and therefore the user is the owner

of the private space, the process continues to block 760, and the user is

allowed access to the private space. If the public key does not decrypt the
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file, the process continues to block 770, and the user is denied access to the

private space.

In the foregoing specification, the invention has been described

with reference to specific exemplary embodiments. It will, however, be

evident that various modifications and changes may be made without

departing from the broader spirit and scope of the invention as set forth in

the claims. The specification and drawings are, accordingly, to be

regarded in an illustrative rather than a restrictive sense.
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CLAIMS

What is claimed is:

1. A method comprising the steps of:

setting up a private space in a system accessible through a

network;

storing a template of a fingerprint associated with the private

space;

requesting a fingerprint from a user to access the private space; and

comparing the fingerprint to the template associated with the

private space, and only allowing access to the private space if the

fingerprint matches the template.

2. The method of claim 1, wherein said step of storing a

template comprises:

receiving a digital certificate from the user; and

extracting the template of the fingerprint from the digital

certificate.

3. The method of claim 2, further comprising:

decrypting the digital certificate with a certifying authority's public

key;

extracting the user's public key from the digital certificate;

verifying that the user is the owner of the certificate.

4. The method of claim 3, wherein said step of verifying that

the user is the owner of the certificate comprises the steps of:

receiving a file encrypted with the user's private key;
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decrypting the file with the user's public key extracted from the

digital certificate.

5. A method comprising the steps of:

setting up a private space associated with a user, the step of setting

up the private space including the steps of:

allocating the private space to the user; and

storing an associated fingerprint template with the

private space;

requesting a fingerprint from the user to access the private space;

permitting access to the private space only if the fingerprint of the

user matches the fingerprint template associated with the private space.

6. A method comprising the step of setting up a private space

associated with a user, the step of setting up the private space including

the steps of:

allocating the private space to the user; and

storing a public key derived from a fingerprint of the user with the

private space, the public key for identifying the user.

7. The method of claim 6, further comprising:

receiving a digital certificate from the user;

extracting the user's public key from the digital certificate.

8. The method of claim 7, further comprising verifying the

ownership of the user's public key by:

receiving a file encrypted with the user's private key derived from

the user's fingerprint; and
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decrypting the file with the user's public key extracted from the

digital certificate.

9. The method of claim 6 further comprising the step of

accessing the private space, the step including the steps of:

receiving a request for access to the private space;

sending a request for a file encrypted with the fingerprint based

private key that corresponds to the public key stored with the private

space;

receiving the file encrypted with the fingerprint based private key;

and

decrypting the file using the public key stored with the private

space and associated with a user of the private space.
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